CAREER OPPORTUNITIES

Bank of the Year - Asia, 2021, NMB Bank Ltd. is one of the leading commercial banks in the region
managed by highly professional team with years of banking experience. We believe in working to

create a difference in the communities we touch, through our endeavor to promote sustainable
banking. If you have the passion to push yourself to be a part of this team of go getters while
adding value to the society, then you might be the next NMBian

Come join us and be a part of the change!
JOB POSITION

Information Security Engineer/Officer (Officer / Senior Officer)
KEY RESPONSIBILITIES:

« |Implement, monitor, and maintain security infrastructure (firewalls, SIEM, IDS/IPS, endpoint
security).

« Conduct vulnerability assessments, penetration testing, risk assessment and incident
response.

« Secure banking applications, APls, and digital platforms against cyber threats.
« Monitor real-time threats, analyze logs, and respond to security alerts.

« Develop and enforce cybersecurity policies aligned with regulatory standards (PCI DSS,
ISO 27001, GDPR, PSD2).

« Collaborate with IT, Digital, risk, and compliance teams to address security gaps.
» Support cyber-enabled fraud prevention systems through cybersecurity measures.

ELIGIBILITY CRITERIA:

« Individual having at least 2-3 years experience in similar roles

» Bachelor's degree in Computer engineering, Information Technology, Computer Science, or
related field (Master’s preferred)

« Strong knowledge of network security, cryptography, and authentication protocols.
« Experience with SIEM tools, cloud security, and endpoint protection.
» Understanding of banking-specific compliance and regulatory requirements.

« Experience in VAPT tools, penetration testing and threat modeling technigues, and incident
response management.

« Knowledge of Al security risk and management in alignment with regulatory reguirement

Only shortlisted candidates will be called for the further selection process. The bank reserves the
right to reject any/all applications without assigning any reason whatsoever. Canvassing at any
stage of the processes shall lead to automatic disqualification.

TO APPLY:

Email your updated resume with cover letter mentioning the positions applied for at
vacancy@nmb.com.np. The deadline for application is 5" August 2026.

NMB is committed to providing equal opportunity and encourages application from
women and individuals from marginalized groups.
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